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1. Executive Summary · Zusammenfassung

English
The EU Artificial Intelligence Act (Regulation 2024/1689) introduces the world's first comprehensive
legal framework for AI systems. Article 12 — Record-Keeping specifically mandates that providers
of high-risk AI systems implement automated logging of events throughout the system's lifecycle. This
toolkit provides production-grade patterns, schemas, and templates for full Article 12 compliance.

Key facts:

• Deadline: 2 August 2026 (most provisions of Title III applicable)

• Penalty: up to €15M or 3% of global annual turnover (whichever higher)

• Scope: all high-risk AI systems as defined in Annex III

• Retention: minimum 6 months, customary 5+ years for high-risk systems

• Authorities: national market surveillance authorities + EU AI Office

Deutsch
Die EU-Verordnung über Künstliche Intelligenz (Verordnung 2024/1689) führt den weltweit ersten
umfassenden Rechtsrahmen für KI-Systeme ein. Artikel 12 — Aufzeichnungspflichten verpflichtet
Anbieter von Hochrisiko-KI-Systemen ausdrücklich zur automatisierten Protokollierung von
Ereignissen über den gesamten Lebenszyklus. Dieses Toolkit liefert produktionsreife
Architektur-Patterns, Schemas und Templates für die vollständige Einhaltung von Artikel 12.

Kernfakten:

• Stichtag: 2. August 2026 (Großteil Titel III anwendbar)

• Strafe: bis zu 15 Mio. € oder 3% des weltweiten Jahresumsatzes

• Geltungsbereich: alle Hochrisiko-KI-Systeme nach Anhang III

• Aufbewahrung: mindestens 6 Monate, üblich 5+ Jahre

• Behörden: nationale Marktüberwachungsbehörden + EU-KI-Büro



2. EU AI Act Article 12 — The Law Explained

2.1 What Article 12 Requires
Article 12 of the EU AI Act establishes mandatory record-keeping for high-risk AI systems. The text
obliges providers to design systems with technical capability to automatically generate logs
("records") of events while the system is operating, and to retain those logs for a period proportionate
to the system's intended purpose and applicable law.

Quoted text (Art. 12 §1):

"High-risk AI systems shall technically allow for the automatic recording of events ('logs') over the
duration of the lifetime of the system."

2.2 Five Pillars of Compliant Logging

Pillar · Säule Definition

Identifiability Each event must be traceable to a specific AI system, version, and (where applicable) deployment instance.

Integrity Logs must be tamper-evident — append-only with cryptographic checksums or signatures.

Completeness All relevant events (inputs, outputs, decisions, errors, version changes) must be captured.

Availability Logs must remain accessible to authorities upon legitimate request, in a machine-readable format.

Proportionality Logging granularity should match the risk level of the AI system's purpose.

2.3 Five Pillars (Deutsch)

Säule Definition

Identifizierbarkeit Jedes Ereignis muss einem konkreten KI-System, einer Version und ggf. Deployment-Instanz zuordenbar sein.

Integrität Logs müssen manipulationssicher sein — append-only mit kryptografischen Prüfsummen oder Signaturen.

Vollständigkeit Alle relevanten Ereignisse (Eingaben, Ausgaben, Entscheidungen, Fehler, Versionsänderungen) erfasst.

Verfügbarkeit Logs müssen Behörden auf legitimes Verlangen in maschinenlesbarer Form zugänglich bleiben.

Verhältnismäßigkeit Log-Granularität muss dem Risiko-Niveau des Zwecks angemessen sein.



3. Logging Requirements — Detailed Breakdown

3.1 What MUST Be Logged (per Article 12 §2)

Event Category Description

System Start/Stop Boot timestamps, deployment IDs, configuration versions

Inference Events Inputs (or hashes), outputs, confidence scores, model version

Decision Trail All decision-influencing internal signals (gates, thresholds, fallbacks)

Provider Routing Which model/provider answered (for multi-provider setups)

Errors / Anomalies Exceptions, fallback activations, sanity-check failures

Configuration Changes Model version updates, parameter changes, gate adjustments

User Actions Operator interventions, manual overrides, training-data injections

Performance Metrics Latency, token counts, cost-per-call, throughput

3.2 Recommended Log-Event Schema (JSON)
Below is the canonical Yondem-recommended log-event schema. Field names follow OpenTelemetry
conventions where applicable.

{ "log_id": "uuid-v7", "timestamp": "2026-05-14T10:23:45.123Z", "system_id":
"ai-system-prod-eu-1", "system_version": "2.3.1", "deployment_id": "deploy-7f3a",
"tenant_id": "tenant-abc", "event_type":
"inference|decision|error|config_change|user_action", "severity":
"info|warning|error|critical", "input_hash": "sha256:...", "input_redacted": false,
"output_hash": "sha256:...", "model_provider": "anthropic|openai|gemini|deepseek|...",
"model_id": "claude-sonnet-4.5", "confidence": 0.92, "latency_ms": 1240, "tokens_input":
850, "tokens_output": 1200, "cost_eur": 0.014, "decision_path":
["gate:risk_check:passed", "gate:provider_voting:claude-wins"], "voting_results":
{"claude": "approve", "gemini": "approve", "deepseek": "abstain"}, "user_id_hash":
"sha256:...", "operator_override": null, "checksum_prev": "sha256:...", "signature":
"ed25519:..." }



3.3 Retention Periods by System Type

System Type Recommended Retention Legal Basis

High-risk (Annex III) 5+ years Art. 18 + Art. 12 §3

Healthcare AI (incl. MDR) 10+ years MDR Art. 10 + AI Act Art. 12

Finance/Credit-Scoring 10 years GDPR Art. 17 + AI Act

HR/Recruitment 3 years post-decision GDPR + AI Act

Education/Examinations 2-3 years post-assessment AI Act + national law

Critical Infrastructure 10+ years AI Act + NIS2

Law Enforcement 5-10 years AI Act + Law Enforcement Directive

Note: National regulators may impose longer minimums. Always consult local counsel for jurisdictional specifics.



4. Architecture Patterns — Production-Ready
Designs

4.1 Pattern A — Append-Only Event Stream
The most resilient pattern: every event is appended to an immutable log stream (e.g., Kafka, AWS S3
Object Lock, Azure Immutable Blob, or a self-hosted append-only Postgres table). Each entry
includes a cryptographic hash of the previous entry (chain), making tampering detectable.

Recommended stack:

• Event ingest: Kafka 3.5+ or Redpanda (lower-ops) — partition by tenant_id

• Hot storage: Postgres 16 with TimescaleDB extension — query-friendly for 90 days

• Cold archive: S3-compatible object store (Hetzner Object Storage, Backblaze B2, Cloudflare R2)
— write-once-read-many (WORM)

• Hash chain: SHA-256 of prev_hash + entry_serialized; root-anchor weekly via blockchain or
notary service

• Signing: Ed25519 signature per batch (Yondem default)

4.2 Pattern B — Hybrid Cold/Hot with Index
Hot path: Postgres for 30-90 days (operational queries, alerting). Cold path: Parquet files in
S3-compatible WORM storage, indexed via DuckDB or Apache Iceberg. Result: ~70% cost reduction
vs all-hot, with sub-second query for 5+ year retention.

4.3 Pattern C — Multi-Region with Compliance Boundaries
For EU-only data residency: Frankfurt + Helsinki regions, with replication blocked from non-EU
regions. Implement via S3 bucket policies, Postgres tablespaces, and explicit network egress rules.
This pattern is required for GDPR + AI Act dual-compliance when processing EU personal data.

4.4 Anti-Patterns to Avoid
■ Mutable log records (allows tampering, fails audit)

■ Logging in same database as production data (single point of failure)

■ Storing raw PII in logs (GDPR violation — hash or redact instead)

■ No retention enforcement (legal risk + storage cost explosion)

■ Logs accessible to all engineers (privilege escalation, GDPR violation)

■ Application-layer-only logs (bypassable by adversaries with code access)



5. Logging Templates (JSON + Schema)

5.1 Inference Event Template
{ "log_id": "01HW8XYZA7B8C9D0E1F2G3H4J5", "timestamp": "2026-05-14T10:23:45.123Z",
"event_type": "inference", "system_id": "haci-hukuk-prod", "system_version": "1.2.0",
"tenant_id": "tenant-istanbul-law-001", "model_provider": "anthropic", "model_id":
"claude-sonnet-4.5", "input_hash": "sha256:8f3a...", "input_token_count": 850,
"output_hash": "sha256:2c9b...", "output_token_count": 1200, "latency_ms": 1240,
"cost_eur": 0.014, "confidence_score": 0.92, "checksum_prev": "sha256:7e1d...",
"signature": "ed25519:9a8b..." }

5.2 Decision Event Template
{ "log_id": "01HW8XYZA7B8C9D0E1F2G3H4J6", "timestamp": "2026-05-14T10:23:46.250Z",
"event_type": "decision", "system_id": "haci-hukuk-prod", "tenant_id":
"tenant-istanbul-law-001", "decision_topic": "contract_risk_assessment",
"decision_outcome": "approve_with_conditions", "gates_evaluated": [ {"name": "pii_scrub",
"result": "passed", "ms": 12}, {"name": "jurisdiction_check", "result": "passed", "ms":
4}, {"name": "ml_risk_score", "result": "0.34", "threshold": "0.6"}, {"name":
"human_review_required", "result": "false"} ], "voting_results": { "claude": "approve",
"gemini": "approve", "deepseek": "approve_with_conditions" }, "final_decision_basis":
"majority_voting_with_conditions", "operator_override": null, "checksum_prev":
"sha256:..." }

5.3 Error / Anomaly Event Template
{ "log_id": "01HW8XYZA7B8C9D0E1F2G3H4J7", "timestamp": "2026-05-14T10:23:47.150Z",
"event_type": "error", "severity": "warning", "system_id": "haci-hukuk-prod",
"error_code": "PROVIDER_TIMEOUT", "error_provider": "openai", "error_message": "Request
timed out after 30s", "fallback_activated": true, "fallback_provider": "anthropic",
"fallback_succeeded": true, "fallback_latency_ms": 1180, "user_impact": "none",
"checksum_prev": "sha256:..." }



6. Audit-Trail Patterns & Forensic Readiness

6.1 Why Audit-Trails Matter
An audit-trail is not the same as a log. A log captures events; an audit-trail provides forensic-grade
reconstruction of a decision chain. Under Article 12, regulators may demand the latter when
investigating a complaint, incident, or systemic risk concern. Toolkits without audit-trail capability fail
audits even when their logs are otherwise complete.

6.2 The Four-Layer Audit Stack

Layer Content

L1: Event Logs Per-event records (Section 3-5 schema)

L2: Decision Snapshots Per-decision: inputs, all gates, all model votes, final outcome

L3: System State Snapshots Periodic snapshots of model versions, gate configs, threshold values

L4: Audit Reports Generated on demand: time-range query → human-readable PDF + raw evidence ZIP



7. Multi-Provider Voting (Liyakat Pattern)

7.1 What Is Liyakat Voting?
Liyakat (Turkish: "merit") is Yondem's pattern for consensus-based AI decisions. Instead of relying on
a single model, critical decisions are routed to 3-5 models from different providers; the final outcome
is the majority vote. This pattern directly addresses two Article 12 requirements:

• Auditability: each model's vote is independently logged, providing a robust forensic trail

• Bias resilience: single-provider biases are detected when minority votes diverge

• Provider risk mitigation: outage of one provider does not stop the system

7.2 5-Voter Council Configuration

Voter Role Provider Purpose

Primary Anthropic Claude Sonnet 4.5 High-reasoning baseline

Secondary OpenAI GPT-5.5 Independent reasoning path

Tertiary Google Gemini 2.5 Pro Multimodal + long-context anchor

Quaternary DeepSeek V4 Cost-efficient, strong code/logic

Wildcard Local Llama-4 70B Self-hosted bias-control



8. Multi-Tenant Isolation & GDPR
Cross-Compliance

8.1 Why Tenant Isolation Matters for Article 12
When you serve multiple customers (e.g. a SaaS), each customer's logs must be isolated. Logs from
Tenant A must never leak into Tenant B's queries — both due to GDPR (data minimisation, purpose
limitation) and AI Act Article 12 (logs are part of the system documentation each provider must
maintain). Implement isolation at three layers:

• Storage: tenant_id partitioning + row-level security (RLS) in Postgres

• Encryption: per-tenant data-encryption key (DEK), wrapped with a per-account key-encryption
key (KEK)

• Access: JWT/OIDC tokens scoped to single tenant; centralized audit of cross-tenant access
attempts

8.2 GDPR Articles That Cross-Apply

GDPR Article Relevance to Article 12 Logging

Art. 5(1)(c) Data Minimisation Log only what is necessary; redact PII

Art. 5(1)(e) Storage Limitation Respect retention; enable scheduled deletion

Art. 17 Right to Erasure Provide tenant-level deletion APIs

Art. 30 Records of Processing Document logging purposes in RoPA

Art. 32 Security of Processing Encrypt logs at rest + in transit

Art. 35 DPIA Required for high-risk AI systems



9. Implementation Checklist (50 Items)

Setup
■ Identify all high-risk AI systems in your organization (Annex III mapping)

■ Assign Article 12 compliance owner per system (named role, not generic)

■ Establish log-event schema (use Section 5 template as baseline)

■ Choose log storage: hot DB + cold WORM (recommended Postgres+S3)

■ Implement cryptographic chain (SHA-256 prev_hash + Ed25519 signing)

■ Set retention policy per system (Section 3.3 table)

■ Configure deletion automation tied to retention expiry

Coverage
■ Log all inference events (input hash, output hash, model, version)

■ Log all decision events (gates, votes, outcomes)

■ Log all error events (exception, fallback, recovery)

■ Log all config changes (model version, gate threshold, parameter)

■ Log all operator overrides (who, when, why, prior outcome)

■ Log all user actions affecting AI behavior (training data, feedback)

■ Log multi-provider voting results (per provider per decision)

Integrity
■ Append-only storage (no UPDATE/DELETE on production logs)

■ Hash-chain validation runs daily (alert on break)

■ Logs signed per batch with Ed25519 (or equivalent)

■ Backup logs to write-once-read-many (WORM) bucket

■ Periodic root-hash anchored externally (e.g., timestamping service)

■ Schema versioning with backward-compat for old log queries

Access
■ Logs accessible to compliance officer (read-only)

■ Logs accessible to engineering on-call (read-only, audited)

■ Logs accessible to customer's DPO (per-tenant, on-request)

■ Audit-trail of who accessed which logs and when

■ Two-person rule for log export (4-eyes principle)

Tenant Isolation



■ Row-level security (RLS) enforced in Postgres

■ Per-tenant encryption keys (DEK + KEK pattern)

■ Tenant_id required field in every log entry

■ Cross-tenant query attempts logged and alerted

■ Tenant-deletion API for GDPR Art. 17 compliance

Auditability
■ Audit-report-on-demand: time-range query → PDF + ZIP

■ Decision-trace API: given decision_id → all upstream events

■ Performance SLO: audit report for 30-day window < 5 minutes

■ Audit-report includes hash-chain verification status

■ Pre-built reports for common regulator requests

Monitoring
■ Alerting on hash-chain break (immediate page)

■ Alerting on logging gap >30s (loss of events)

■ Alerting on retention policy violation

■ Alerting on cross-tenant access attempts

■ Dashboard: log volume, error rate, retention coverage

Legal/Process
■ DPIA (GDPR Art. 35) completed for each high-risk system

■ RoPA (GDPR Art. 30) updated with logging activities

■ Conformity Assessment per AI Act Title III

■ Notified-Body engagement (if Annex III requires)

■ Incident-Response playbook tested annually

■ Data Processing Agreements (DPAs) with all providers

■ Sub-processor list maintained and customer-visible

Bonus
■ External audit firm engaged annually

■ Penetration test of log infrastructure



10. Vendor Comparison Matrix
Comparison of common logging/observability vendors for AI Act Article 12 fit.

Vendor AI Act Fit EU Region WORM Notes

Datadog Medium Yes No native Strong on metrics, weaker on chain integrity

Splunk High Yes Add-on Enterprise-class, expensive

Elastic Stack Medium-High Yes Manual Self-host friendly; manual chain

Grafana Loki Medium Yes Manual Open-source, low-cost; manual chain

AWS CloudWatch Low-Medium Yes S3 Object LockGeneric; not AI-specific

Yondem Compliance LoggerNative Yes Built-in Built for AI Act Art. 12 from day 1

Honeycomb Medium Yes No native Tracing-focused

New Relic Medium Yes No native Application performance focus

LogTo / Logflare Low Variable No Auth/log generic, not AI-aware



11. FAQ — Common Pitfalls & Edge Cases
Q: Do we need to log every chatbot interaction in a low-risk consumer app?

A: No, Article 12 applies primarily to high-risk systems (Annex III). However, having logs for
non-high-risk systems is a best practice for incident response and product improvement.

Q: Can we use cloud-native logging (CloudWatch, Stackdriver) instead of
dedicated infrastructure?

A: Yes — but you must verify that retention, immutability (WORM), and integrity (hash chain)
requirements are met. Most cloud-native services require add-on configuration.

Q: What about LLM API calls — does the provider's logging count?

A: No. The Article 12 obligation is on you as the provider/deployer of the high-risk AI system. You
must maintain your own logs that you can produce on demand. Provider logs are typically not
accessible to regulators.

Q: How do we handle Right-to-Erasure (GDPR Art. 17) without breaking the audit
chain?

A: Hash-chained logs remain intact (hashes don't reveal data). Erase the personal data fields (or the
encryption key for that tenant); the hash chain stays valid. Document the erasure event itself in a
separate compliance log.

Q: Are logs subject to legal hold?

A: Yes. If you receive a legal preservation notice, you must extend retention beyond your normal
policy. Build legal-hold flagging into your retention engine from day 1.

Q: How granular must input/output logging be?

A: Log enough to reconstruct the decision. Full inputs may be too sensitive — hash + minimal-context
summary is often the compromise. Consult your DPO for case-specific guidance.

Q: What if we operate outside the EU but serve EU customers?

A: AI Act applies to providers and deployers whose AI systems' outputs are used in the EU.
Geographic location of your servers is secondary. Plan for EU data residency where personal data is
involved.

Q: Are open-source models exempt from Article 12?

A: Not when deployed in a high-risk context. Article 12 applies based on the use-case, not the
model's license. Open-source models in high-risk deployments still require full logging.



12. Appendix: References, Resources, Templates

12.1 Official Sources
• EU AI Act (Regulation 2024/1689) — eur-lex.europa.eu/eli/reg/2024/1689

• EU AI Office — digital-strategy.ec.europa.eu/en/policies/ai-office

• ENISA AI Threat Landscape — enisa.europa.eu/publications

• BSI — Sicherheit von KI-Systemen (DE) — bsi.bund.de

• ICO — Guidance on AI and Data Protection (EN) — ico.org.uk

• CNIL — AI Strategy & Guidelines (FR) — cnil.fr

12.2 Toolkit Companion Files
This PDF is part of the EU AI Act Article 12 Toolkit Bundle. Companion files in the ZIP:

■ 01_Logging_Sheet.xlsx — daily logging template with all required fields

■ 02_Risk_Matrix.xlsx — Annex III risk classification worksheet

■ 03_Provider_Compare.xlsx — multi-provider voting / vendor comparison

■ 04_Audit_Checklist.xlsx — 50-item implementation checklist (Section 9)

■ 05_Quarterly_Report.xlsx — pre-built report template for compliance officers

■ Checklist_Pre_Audit_DE_EN.md — pre-audit hardening checklist (bilingual)

■ Checklist_Vendor_Onboarding_DE_EN.md — vendor onboarding compliance

■ Checklist_Incident_Response_DE_EN.md — Article 12 incident response

12.3 About Yondem
Yondem is a Multi-Provider AI Bridge built EU-native from day one. The platform processes 300k+
tasks per day across Anthropic, OpenAI, Google, DeepSeek, and self-hosted models, with native
Article 12 logging, Liyakat-Council consensus voting, and multi-tenant isolation. This toolkit captures
the patterns refined over 12+ months of Yondem operation.
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